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Chrome 68 arrives with new APIs and all HTTP
sites marked as not secure

EMIL PROTALINSKI @EPRO  JULY 24, 2018 9:30 AM
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Columbus’ Root now valued at %1 billion for
With Chrome 68, here is how HTTP sites now appear in the address bar: itz mobile data-driven car insurance

Treatment of HTTP pages:

Current (Chrome 64) | () example.com

July 2018 (Chrome 68) (@ Not secure | example.com

Xiaomi makes global play with budget

. . Android brand, Poco, starting at $300
Here is how Google explains its thinking behind the change:

El

Chrome’s new interface will help users understand that all E

HTTP sites are not secure, and continue to move the wet E

towards a secure HTTPS web by default. HTTPS is easier and E

cheaper than ever before, and it unlocks both performance NYC library turns mgta;am i ehook

improverments and 0 Gsf"’u e _fe-:f"u.f?E that are too reader for ‘Alice in Wonderland'

sensitive for HTTP. I X
Multi-Purpose

' HAalmAdmesls



> Google Chrome | %284 SSLE A1 TS SSLIlE 5 F X il

Google Chrome A SSLUE 15 F X3k 15 N A 22 4=

B =+ hitps://'www.zzy.cnfindex.php?L=don

@ F=2 ,
L e X =T
| ESlrMus =z EIET EE S
B NRSAEE = Fe
BT L) EASREE ( MNEEsEEE s PIEEEIER ( PRIEREEER+S )
E5)  EANSETHSSMESES, THEEE htt. TRERIE

l] 1

& ( BeiER 7 17 -1~ ) Cockie ﬁ i ( B3k
2 Rusiss

& ( BEiERT 25 ) Cookie




> Mozilla Firefox

Mozilla Restricts All New Firefox Features to HTTPS Only

By Catalin Cimpanu January 17,2018 04:00 AM 3 M OZi I Ia )l% Fﬁ
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In a groundbreaking statement earlier this week, Mozilla announced that all web-based features that will ﬁ %ﬁ E‘J F | rEfOX

ship with|Firefox in the future must be served on over a secure HTTPS connection (a "secure context").

HE PR fill 9
"Effective immediately, all new features that are web-exposed are to be restricted to secure contexts," ]jJ He I3 | s

said Anne van Kesteren, a Mozilla engineer and author of several open web standards.

This means that if Firefox will add support for a new standard/feature starting tomorrow, if that 11 IKE H TT PS
standard/feature carries out communications between the browser and an external server, those
communications must be carried out via HTTPS or the standard/feature will not work in Firefox.

The decision does not affect already existing standards/features, but Mozilla hopes all Firefox features
"will be considered on a case-by-case basis," and will slowlyjmove to secure contexts (HTTPS) exclusively

in the future.
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2017442, ATSZEAEPndE (App Transport Security) % N F 55 APP 3 ]
PR, NHTET S5WebkSs 2 181 B A 1% £ 0 ZiE I HTTPS.

Jun 14, 2016 Apple will require HTTPS connections for 10S apps by
the end of 2016

Kate Conger
During a security presentation at Apple's Worldwide Developers’ Conference, the company
revealed the deadline for all apps in its App Store to switch on an important security feature
called App Transport Security — January 1, 2017. App Transport Security, or ATS, is a feature
that Apple debuted in i0S 9. When ATS is enabled, it forces an app to connect to web
services over... Read More

T
¥y @




Ll L \'

’ “ ‘ SSUIEFRYAFLE



> SSLiEBaYIFAL

SSUME 154 <= JE BT BT SR T8 1Y) 224 058 0 B R B 5 4 B
V B kA ) N E B
V HTTPS I8 A5 94 35 B 22 4
v REEF P BRAAE R4
25 B FH P LR A R i
VHTTPR AR L “ A=A
VR R
VIRT AR RS E




2> SSLIEHAYIFAL

SSLA] LA RAt 4 1] R 2

> HLETERGE: BribM Eag i B GOER T HRAT R, IKSSEILEER.

> SE MR PPEARESR SRS E T RIS RSN AE R

> ESEBOrAIE: SRR uh SV, LAl E R AV T R, R A R
> AN RUEEEREAC 5 A0 A SERTIC SR

> SRR RARNY, BAEHEE S, NSEOT H AR AT B 5T 22 45 R AL



2> SSLUEPRIFL

e’l i) Your Company, Inc [US]) hitps //www.yourcompanywebsite.com iy
% . ) )
@ ‘our Company, Inc [US] | hitps //www yourcompanywebsite.com X

@ [@riws o yourcompmpebaiecom) P+ @ YouCorpeynciun 8% | —MRIABIEE MLS

MEREELERAN, BT B e
> HTTPS #2461k =




2> XEEX EMEER

BERMERE, B, BBMNXATTILE B HEEHTTPS R = M A B 22
HTTPSsG . =—=
a  §of

8 Secure https:// uwu-|

e 20154E3H, BEEAMIENSUHTTPSEAR, KFTE X B R U AR ISR . B A E 2 —A4
HEN A HTTPS ) H R A ]
o 20154E5H, HAEMRLI LR SCFUGRHTTPSYH f, FRAEHES BT .

e 20154E7H, i Al JA FHHTTPS, RO B 208 AN U HTTPSHY L 6
« 20164F6H, HATH)20174F1 H1H R T N AR 205 B App Transport Security %22 4=
I8 .

« App Transport Security (ATS) & ERLEIOS 9 5| AR —IIFSFALRITThEE, BRI SCHTTPE IR INE:, &
ZE L B 22 4 IHTTPS



b
2
i
i
>
]
>
4
>
o




E= =k h e

bl =251 s

IES ML

WEREEE

aESlERER

S E Tl ZFREENE

g=Ricl[==he il e

IR RATSHEVE

s NER

ETy =k = == b 5]
SymanteciFs

= BEOIE R

& == | https://w

10558~ 14T 4ER

A AR SR ey

&

X

X

X

e e

HEwhoisBEFS

& == | https://w

o ot
] ~ L)

2~3-1 1 4EH

ik ER, MNFPSReh

— o
=1

- N | S| S

v

EEwhoistffs | ARRUEaSSiRS

whoisE=E&—%

B PEE https: Sfewww

= Lgdn g =4
P 1-E
gt gy o R R |
- ok P B o

3~3-114EH

=5t EEEERh

EiSEwhoishiffs | AU SISTRS

whois 25—



a8 =< | https://www.cnolnic.net

DV SSLiIE 2 5 1k /R sl 3 44 A AR a1 25 8 (Class
12) SSLUES, AJ107rBhPRad ik,  Aete 20 A% f
IR, BTG R Rk B sl (K S SE By . H RTTH
i b RARIEBER R XA R, HGR Rt X E s
R, E S SR AEIE 5 I AL 5 5 A A5
ik,

4 (DV) HE R BRI . @EiEFov
FEVIESS .

e ey 2 m i in

BT E): |OEEE t FR

=H
[Ep==h=52
s e E
[ il
Bt
B
R
-] 45H

=] *
sha?SRESA
shaf56 ‘ 1l

Encryption Everywhere D ..
fnigEER BesH §:00:00
foi9fER BE2E 20:00:00

RS4 (2048 Bits) x

CH = www. cnolniec. net

TRAFEERESRE SRR

WEELE . | (BRG]




2> OViE$H

T S
. ) EH | HEEE [iEane)
F"""‘I..-i'li".-. y J T o =1al e =
& == | https:;//www.zzy.cn/index.php 2o (G -
FH fa 1l

BE e chazse |
Bl GeoTrust RSA CA 2018, w. .. =

| M, o018ES H3H 8:00:00
Bl s019Es g2H 20:00:00
- eRE

OV SSLE T 1 N5 Tl 5e, X Fi 1 25 (50™ 4% 1) 5 4 B A% 5
UE, FRHE AT {ZE B E B . DV SSLIKI X FIIAE T, OV SSL 2 0 LT
. s ., . . . @ﬁﬁ;ﬁmﬁﬁ@% En | EeyID=90 55 £f b0 9c 75... =~
YT RA ASENI R, R B, %8 | e
T 3”;%%%%@%%5&&@
° - g
A (oV) A X —FEH IR A F AR, Z4et
BT ERMIRN, EREPIEAAR, i AEey |
. =

L

FEEN D | EREREO.




Bl JImPFIFEMNBIRS TR

EV SSLiE Fhis i 43RGt — I ™ 4% S S ubdn A, H3fE s ™
1%, S HENEAZEH RIS (Class42%) SSLETi. [A]
I AEN W8S BN AR L FR. SRbiES:. 84T, =50
PR EE, E AR A M RHE IR R ML,
FAZ 5y AT %P RRAME BAK 5 2505 AL 5l

WeRA (EV) [FHE—FESFG AP 8K, 2575
=, HFHNESS B BaR AR AR, EUCREAR.
Rl AL A

iE$

=] [CN] | htt

BT (5): [<ﬁ,ﬁﬁ>

=F
BEES SR
BE=
B
ﬂiu

=]
shaZS6

e

4l
GeoTrust EV ESA CA 2013, .. -E'
201558 B298 &:00:00 ==
20z0sEsH26H 20:00:00

)

Ij%ﬂ RSk (2045 Bits)
(5| fE A A RO KeyID=ca 92 67 52 61 da. .. =
| CH = WWW. ZI¥. CTL -
or = FEER :
0 - %T%dﬂﬁ:ﬁﬁ%ﬂﬁ%ﬁﬁﬂ&ﬁl |
= =
N bpE |
C = CH
SERTALNUMEER = 913502007054198723
138 1.41.311.602 11 = B
136 1 41 311 60212 = 558 -
IFEEM E). .. [E#J?'JK# IR
THIFHEREERTEEER




2> EVIEBESANIEEIRRIAR

6 a B IrdEEMBESTRASE [CN] | https://www.zzy.cn NS

e!

— & -l o= _-\."_—E ™ A — i ' . b L
i) i B )RR EERSBIRSERLT] (CN) | https://www ZZy.cn ¢

6 i B TP EENERSERAS [CN] https zzy.cn 360

v L @nrERMERSERAZ CN]  E







Geo Trust

GeoTrust & N [H 5
A = HI AR L
f(CA), 2 E A
WEAE AF D IE S 3k
HORYES A

v
Symantec

FEI 1k 5 R K PKI
IRy AROR A XY
HE O AR HE R
ui, AR S1e
LE 2 P BRI
R, SR
PRoe 2 T &SSLT
g Sz N ] FME RS
11 it

©®

Thawte

Thawte H Fg dEMark
Shuttleworthfl)37., &
5K a5 E LLAMR &
HE SRR SSLIE 15 H)
WIENLE, FFH S T
4 BRSSLTT371140% .

RapidSSL

RapdSSL

RapidSSL & — % [E R 1
24 [FSSLIE T4 L7
A LASS 1R P R
A2 9 A



4™ (DV) ik Cov) #EEI (EV)
> JIN% ThRe > A B S S IE > Zrfathhb A
> PUE KR > & iRe : > % DhRe
> KPR DE 25 1 st b A= > B A FR
> Mk 2z > AV B A Bk
, > Wk e PEIE
GeaTrust'Eﬁ
| v Symantec.
@thaMe _. v Symantec.
_ . GenTrust'Ej |
RapidSSL GeaTrust'Ej

(© thawte
(O thawte



> SSLiEPmEE

v > Qdigicert

Symantec 15 i Symantec 2017 # digicertUitly, 25k HBALE RN
Digicert , {HSymantec i B A2 iU/ T AT 2 AR

@ rg GeoTrust 4 pT LIzt /5y
THAR S, W&

Thawte F 3 GeoTrust fEHT L Z F BERENTHIAL, FF
AWK 244,
| | PNSCH, EEUH k.

RapidSSL

RapidSSL

RapidSSL 1t ¥




» SSLIEFH Rk

éé%ﬂk BURFHL
N AR

more

y

it




2> RZFANE

2)

3

7*24/NB AR 5%

YR 724/ N R L, ik
TP e R NT. L i ke o
24/NBF AR B 0592-2958888

BG4 H R 55

““rEkb, RS RhRIEE
WA H)Z L o AT AR BB 3
fififk 95204, R OriFm i, Wb
L FI AR5 o

AL ARl

RIS R RN MR A BN
EASERN. EEAE. B
K& = F5 AL, Googlef 75

SRS R .

el inpi VAN v

th R YR RO T 19994F, £Z4Ek, H
IR EWIC, ATAER ) 224
PRI TAE B T o




Ve,
%




THANKS YOU




